MYATMOSPHERE DATA SECURITY: SECURE MYAT MOS P H E R E

COMMUNICATION AND STORAGE OF DATA

How 1s My DATA PROTECTED?
All communication between devices,
servers and users are encrypted using
TLS 1.2 protocol.

Permissions systems ensure that only
authorized users could access the customer’s
data. Data itself is stored in the secured cloud
platform with redundancy (duplicated over
several highly available servers) and continuous
data backup.
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Active database instances, as well as backups, are encrypted
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User's browser
All data is transferred with encrypted TLS 1.2

3rd Party Software

’ Widget .
, 48

MQTT Broker =====p Data Bridge Measurements AP|  =—p el — E5h —

www.my-atmosphere.cloud

Devices, Users, Tenants 4 > I

@, Database
Yoy OAuth2 Authorization

Server

AQ Guard Smart

Palas GmbH - Greschbachstrasse 3 b | 76229 Karlsruhe | +49 721 96213-0 + www.palas.de

Version: February 2023



