
MyAtmosphere Data Security: Secure 
Communication and Storage of Data

Data Flow

How is My Data Protected? 
All communication between devices, 
servers and users are encrypted using 
TLS 1.2 protocol. 

Permissions systems ensure that only 
authorized users could access the customer’s 
data. Data itself is stored in the secured cloud 
platform with redundancy (duplicated over 
several highly available servers) and continuous 
data backup. 
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Device

MQTT Broker hosted in Frankfurt

Database managed database as a service – hosted in Frankfurt  
Active database instances, as well as backups, are encrypted

API hosted in Frankfurt

User's browser
All data is transferred with encrypted TLS 1.2
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